Privacy policy

As per Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (‘GDPR’), we would like to inform you about personal data
processing and your rights as data subjects.

Your personal data is processed by Kempelen Institute of Intelligent Technologies, association of legal
entities, abbreviation: KInIT, with registered office: Sky Park Offices, Bottova 7939/2A, 811 09 Bratislava —
Staré Mesto, Slovakia, ID number: 53290046,, hereinafter “we”, “us”, “KInIT” or “Controller”.

We are the coordinator of the Project 101136646 — lorAl (hereinafter “Project”).

In this Project we are working with three beneficiaries:

1. THE PROVOST, FELLOWS, FOUNDATION SCHOLARS & THE OTHER MEMBERS OF BOARD, OF THE
COLLEGE OF THE HOLY & UNDIVIDED TRINITY OF QUEEN ELIZABETH NEAR DUBLIN (TCD), PIC
999845446, established in COLLEGE GREEN TRINITY COLLEGE, DUBLIN 2 D02 CX56, Ireland,

2. DEUTSCHES FORSCHUNGSZENTRUM FUR KUNSTLICHE INTELLIGENZ GMBH (DFKI), PIC 999607602,
established in TRIPPSTADTER STRASSE 122, KAISERSLAUTERN 67663, Germany,

3. ETHNIKO KENTRO EREVNAS KAl TECHNOLOGIKIS ANAPTYXIS (CERTH), PIC 998802502, established in
CHARILAOU THERMI ROAD 6 KM, THERMI THESSALONIKI 57001, Greece

KInIT and beneficiaries are parties of the Project. We conclude a separate data processing, data sharing,
and where necessary, joint controller agreement.

Information about personal data processing

We are processing your data lawfully, in accordance with GDPR and national laws requirements. We are
committed not only to legislation compliance, but we also conducted our Ethics self-assessment to ensure
your personal data, rights and freedoms are protected.

We collect personal data directly from you or from Project parties. We process the for several purposes:
Scientific research

Educational purposes

Marketing purposes

Reporting and auditing purposes

Events organization
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Typically we process your name, surname, e-mail, phone number, postal address, school, field of study,
employer’s name and your position.

During events, we might be taking photos (group and from distance) and recording videos to capture the
lectures and atmosphere of the event, so you might appear in these media.

We also might process your data based on your consent, which applies to marketing and analytical
cookies and also to our newsletter direct mailing, in case you give us the consent

Purposes and legal basis

Scientific research - Article 6 (1)(f) GDPR



This legitimate interest includes, in particular:

- conducting research, educational and innovation activities in the field of artificial
intelligence,Promote Al research and our activities

- ensuring the proper operation, coordination and administrative management of the project,

- engaging experts, partners, students and participants in research, development and
implementation activities,

- building human capacity and strengthening professional expertise,

- collaborating within the project consortium and with external partners, including organising
events, trainings and research tasks.

The processing of personal data is necessary and proportionate for these purposes and is limited
to the data required for communication, record-keeping, participation management, professional
involvement, project coordination or evaluation of activities.

We apply data minimisation, pseudonymisation where appropriate, and appropriate technical and
organisational measures in accordance with Article 32 GDPR.

The processing of personal data for scientific research purposes is carried out in accordance with
Article 89 of the GDPR and is subject to appropriate technical and organizational measures to
protect the rights and freedoms of data subjects, in particular the principle of data minimization,
pseudonymization and restriction of access to data.

Reporting and auditing - Article 6 (1)(f) GDPR

Our legitimate interest includes, in particular, the documentation, implementation and reporting
of project activities carried out under EU-funded programmes.

This includes keeping attendance records of trainings, workshops, meetings and other project
events, as these records are necessary to demonstrate the proper performance of project tasks,
fulfil reporting obligations towards the granting authority and ensure transparency, accountability
and auditability of the project.

The personal data processed for these purposes is limited to the minimum necessary scope,
typically including the participant’s name, affiliation, signature (if required), and information about
participation in the event. Such processing is common and can be reasonably expected by
individuals taking part in organised trainings or project activities.

The processing is proportionate and does not unduly affect the rights or interests of data subjects.
Appropriate technical and organisational measures are applied to protect the data in accordance
with Article 32 GDPR, and the data is not used for unrelated purposes.

Photography, audio recordings and video recordings at events - Article 6 (1)(f) GDPR

We process personal data in the form of photographs, audio recordings and video recordings
taken during events, in particular educational, research or community-focused activities, on the
basis of our legitimate interest under Article 6(1)(f) GDPR.

Our legitimate interest consists in documenting project activities and outcomes, showcasing our
work, promoting public awareness of artificial intelligence research, and communicating the



impact and results of our initiatives. Recording events is a common and proportionate way to
illustrate our activities and engage with our professional and research community.

Recordings are made in a manner that respects the expectations, dignity and comfort of
participants. Where possible, we take measures to avoid capturing individuals who do not wish to
appear in recordings (e.g., designated non-recording zones or clear instructions at the venue). Only
recordings relevant to the communication of our activities are retained or used.

The processing is limited to the necessary extent and does not unduly interfere with the rights or
interests of the data subjects. Appropriate safeguards and security measures are implemented in
accordance with Article 32 GDPR.

Sharing photos, videos and information on websites, social media and newsletters

We may use and share carefully selected photographs, audio-visual recordings and descriptions
of our activities on our official communication channels, including our website, social media
profiles and newsletters, based on our legitimate interest under Article 6(1)(f) GDPR.

This legitimate interest lies in the promotion of artificial intelligence research, dissemination of
project achievements, strengthening of public and professional engagement, and transparent
communication of the outcomes of our work. Publishing representative materials from events is a
standard practice in research and innovation environments and can be reasonably expected by
individuals participating in such activities.

Only content necessary to fulfil this communication purpose is shared. We do not publish sensitive
personal data or information irrelevant to the content being communicated. When sharing
materials via public channels, we take care to ensure that the content is appropriate, respectful
and aligned with professional standards.

Data subjects have the right to object to such processing, including to the publication of their
personal data based on legitimate interest, at any time and on grounds relating to their particular
situation (Article 21 GDPR). Upon receiving an objection, we will assess the request and, where
appropriate, delete, remove or limit the use of the material.

Transfers to third countries

Our website, email storage and their backups are on Slovak and/or EU servers. We use the services of a
Slovak provider with appropriate contractual and technical guarantees. Although we try to set up the
processing of personal data so that there is no transfer of personal data to third countries outside the
European Economic Area, for the purpose of promoting our services online, there is a transfer to the USA.
The USA, effective from 20. 9. 2023 provides adequate guarantees for the protection of personal data based
on Decision EC2023/1795.

Recipients of personal data

Personal data may be disclosed to third parties only where necessary and in accordance with the GDPR. In
particular, personal data may be shared with:



1. Data processors — external service providers who process personal data on our behalf (e.g., IT service
providers, cloud and hosting providers, communication tools, event management platforms). All
processors are bound by data processing agreements ensuring compliance with Article 28 GDPR.

2. Public authorities and state institutions — where required by applicable law, including supervisory
authorities, audit and control bodies, law enforcement authorities, tax authorities, or other entities
legally authorised to request information.

3. Legal representatives, attorneys, auditors, courts and other entities involved in legal, administrative
or audit proceedings, where such disclosure is necessary for the establishment, exercise or defence of
our legal claims or for the protection of our rights and legitimate interests. This may include the
exchange of information with external lawyers, legal advisors, dispute resolution bodies or courts.

4. Other recipients as required by law or contractual obligations — including entities participating in
mandatory financial reporting, project audits, compliance checks or dispute resolution, provided such
disclosure is legally justified and proportionate.

We do not sell or otherwise disclose personal data to third parties for their independent marketing or
commercial purposes. All disclosures are limited to what is strictly necessary and are carried out with
appropriate safeguards to ensure the protection of personal data.

In accordance with Article 15 of the Grant Agreement, the European Commission (as the granting
authority) processes personal data of project participants and representatives for the purposes of:

- grant management and administration,

- evaluation, monitoring and audits,

- reporting obligations,

- ensuring compliance with EU financial regulations,

- security and integrity of EU funding programmes,

- communicating with beneficiaries and associated partners.

The European Commission processes personal data as a separate controller within the meaning of Article
4(7) GDPR. Its processing activities are carried out in accordance with:

- Regulation (EU) 2018/1725 on the protection of personal data by EU institutions and bodies,

- Commission Decision 2015/444/EU, Euratom on security rules for protecting EU classified information,

- applicable provisions of the EU Financial Regulation (Regulation 2018/1046).

More detailed information on how the granting authority processes personal data, including data subject
rights under Regulation (EU) 2018/1725, is available in the Commission’s Data Protection Notices published
on the EU Funding & Tenders Portal.

Where required by the Grant Agreement or EU law, personal data may be disclosed by the granting
authority to other EU institutions and bodies (e.g., OLAF, the European Court of Auditors, the European
Anti-Fraud Office) for audit, control or investigation purposes.

Your rights

As a data subject, you have several rights under the GDPR in connection with the processing of your
personal data. These rights apply to all processing activities described in this Privacy Policy, including project
administration, reporting, attendance records, photography and audio-visual documentation, as well as the
publication of selected materials for communication and promotional purposes.

You have the following rights:



Right of access (Article 15 GDPR): You have the right to obtain confirmation as to whether we process your
personal data, access to such data, and information about the purposes, categories, recipients, storage
periods and your rights.

Right to rectification (Article 16 GDPR): You may request the correction or completion of inaccurate or
incomplete personal data relating to you.

Right to erasure (Article 17 GDPR): You may request the deletion of your personal data where one of the
legal grounds for erasure applies (e.g., the data is no longer necessary, you successfully object to the
processing, or the processing is unlawful). This right may be limited in cases where we need to retain data
to comply with legal obligations or to establish or defend legal claims.

Right to restriction of processing (Article 18 GDPR): You may request that we restrict the processing of your
personal data, for example during the verification of accuracy, when processing is unlawful, or when you
have objected to the processing and we are assessing your request.

Right to data portability (Article 20 GDPR): Where processing is based on consent or contract and carried
out by automated means, you may request to receive your personal data in a structured, commonly used
and machine-readable format, or to have it transmitted to another controller. This right typically does not
apply to processing based on legitimate interest (e.g., event documentation, reporting, publicity).

Right to object (Article 21 GDPR): You have the right to object at any time to the processing of your
personal data carried out on the basis of our legitimate interests, including:

- documentation of events (photos, videos, audio recordings),

- publication on websites, social media and newsletters,

- reporting and attendance records,

- internal project administration,

- protection of our legal rights and interests.

If you object, we will assess your request and stop processing your data unless we demonstrate compelling
legitimate grounds which override your interests, rights and freedoms, or unless the processing is necessary
for the establishment, exercise or defence of legal claims.

Right to withdraw consent (Article 7 GDPR): If any processing is based on your consent (e.g., voluntary
participation in interviews or testimonials), you may withdraw your consent at any time. Withdrawal does
not affect the lawfulness of processing carried out before the withdrawal.

In order to apply your rights please contact us at dpo@kinit.sk.

You also have the right to lodge a complaint (Article 77 GDPR): You have the right to lodge a complaint with
a supervisory authority if you believe that the processing of your personal data violates the GDPR. For
Slovakia, the supervisory authority is the Office for Personal Data Protection of the Slovak Republic (Urad
na ochranu osobnych tdajov SR), Budova Park one, Namestie 1.maja 18, 811 06 Bratislava, Slovak republic,
https://dataprotection.gov.sk.



https://dataprotection.gov.sk/

Zasady ochrany osobnych udajov

V stlade s nariadenim Eurépskeho parlamentu a Rady (EU) 2016/679 z 27. aprila 2016 o ochrane fyzickych
0s6b pri spractvani osobnych Udajov a o volnom pohybe takychto Udajov (dalej len ,GDPR“) vas
informujeme o tom, ako spracivame vasSe osobné Udaje a aké prdva vam patria ako dotknutym osobam.

Vase osobné udaje spracuva: Kempelenov institut inteligentnych technoldgii, zdujmové zdruzenie
pravnickych osdb (KInIT), sidlo: Sky Park Offices, Bottova 7939/2A, 811 09 Bratislava — Staré Mesto, ICO:
53290046 (dalej len ,my*, ,ndas* ,KInIT“ alebo , prevadzkovatel)

KInIT je koordinatorom projektu 101136646 — lorAl (d'alej len ,,Projekt®).
V rdmci Projektu spolupracujeme s tromi dal$imi prijemcami (beneficientmi):

1. THE PROVOST, FELLOWS, FOUNDATION SCHOLARS & THE OTHER MEMBERS OF BOARD, OF THE
COLLEGE OF THE HOLY & UNDIVIDED TRINITY OF QUEEN ELIZABETH NEAR DUBLIN (TCD), PIC
999845446, so sidlom College Green, Trinity College, Dublin 2 D02 CX56, irsko

2. DEUTSCHES FORSCHUNGSZENTRUM FUR KUNSTLICHE INTELLIGENZ GMBH (DFKI), PIC 999607602, so
sidlom Trippstadter Strasse 122, Kaiserslautern 67663, Nemecko

3. ETHNIKO KENTRO EREVNAS KAI TECHNOLOGIKIS ANAPTYXIS (CERTH), PIC 998802502, so sidlom
Charilaou Thermi Road 6 km, Thermi Thessaloniki 57001, Grécko

KInIT a beneficienti siu zmluvnymi stranami Projektu. Uzatvdarame medzi sebou osobitné dohody o
spracuvani osobnych Udajov, zdielani Udajov a tam, kde je to potrebné, aj dohody o spolochom
prevadzkovatel'stve.

Informacie o spracuvani osobnych udajov

Vase osobné Udaje spraclvame zakonne, transparentne a v sulade s GDPR a prisluSnymi vnutrostatnymi
pravnymi predpismi. Zaviazali sme sa nielen k dodrZiavaniu pravnych poZiadaviek, ale vykonali sme aj
interné etické posudenie, aby sme zabezpecili ochranu vasich prav a slobéd.

Osobné udaje ziskavame priamo od vas alebo od stran Projektu.

Osobné udaje spracivame najma na tieto ucely:
1. vedecky vyskum,

2. vzdeldvacie Gcely,

3. marketing a komunikacia,

4. reporting a auditné ucely v rdmci Projektu.
5. organizacia podujati

Typicky spracivame: meno, priezvisko, e-mail, telefénne Cislo, koreSpondencnu adresu, Skolu a Studijny
odbor, ndzov zamestnavatel'a a pracovnu poziciu.

Pocas podujati méZzeme zhotovovat’ fotografie (skupinovo a z dial’ky) a nahravat’ vided, aby sme zachytili
prednasky a atmosféru podujatia, takze v tychto médiach sa moZe objavit’ vasa podobizen.

Vase Udaje moOzZeme spracovavat aj na zaklade vasho suhlasu, ktory sa vzt'ahuje na marketingové a
analytické subory cookie, ako aj na zasielanie ndasho newslettera priamo do e-mailov, v pripade, Ze ndm ho
udelite.
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Pravne zéklady spractvania su:

1. Vedecky vyskum (GDPR ¢l. 6, ods. 1, pims. f)

Opravneny zaujem zahina najma:

- realizaciu vyskumnych, vzdelavacich a inovacnych aktivit v oblasti umelej inteligencie,
- organizovanie a poskytovanie vzdelavacich a popularizaCnych podujati,

- propagdaciu vyskumu umelej inteligencie a nasSich aktivit,

- riadne fungovanie Projektu, komunikaciu, koordinaciu a administrativne riadenie,

- zapajanie expertov, Studentov a partnerov do vyskumnych a implementacnych uloh,
- budovanie odbornych kapacit a zvySovanie expertizy,

- spolupracu v ramci konzorcia a s externymi partnermi.

Spractvanie je nevyhnutné a primerané tymto uUcelom a obmedzuje sa na minimum potrebné na
komunikaciu, evidenciu Ucasti, riadenie uloh, evaluaciu alebo projektové riadenie vyskumu.

Uplatniujeme princip minimalizacie Udajov, pseudonymizaciu tam, kde je to mozné, a primerané technické a
organizacné opatrenia podl'a ¢lanku 32 GDPR.

Spracovanie osobnych Udajov na ucely vedeckého vyskumu sa vykondva v sulade s ¢ldankom 89 GDPR a
podlieha primeranym technickym a organizaCnym opatreniam na ochranu prav a slob6d dotknutych osob,
najma zasade minimalizacie udajov, pseudonymizdcie a obmedzenia pristupu k udajom.

Reporting a audit

Osobné udaje spracovavame vo forme fotografii, zvukovych nahravok a videozdznamov zhotovenych pocas
podujati, najma vzdeldvacich, vyskumnych alebo komunitne zameranych aktivit, na zdklade nasho
opravneného zaujmu podrla ¢lanku 6(1)(f) GDPR.

Nas opravneny zaujem spocCiva v dokumentovani aktivit a vysledkov projektu, prezentdcii nasej prace,
zvySovani verejného povedomia o vyskume umelej inteligencie a komunikacii vplyvu a vysledkov nasich
iniciativ. Zaznamendvanie podujati je beznym a primeranym sp6sobom ilustracie naSich aktivit a zapojenia
naSej odbornej a vyskumnej komunity.

Zaznamy sa vytvaraju sposobom, ktory reSpektuje oCakdvania, déstojnost’ a pohodlie Ucastnikov. Pokial je
to mozné, prijimame opatrenia, aby sme prediSli zachytavaniu osob, ktoré si nezelaju byt zachytené v
zdaznamoch (napr. uréené zény bez zaznamu alebo jasné pokyny na mieste konania). Uchovavame alebo
pouzivame iba zaznamy relevantné pre komunikaciu o nasich aktivitach.

Spracovanie je obmedzené na nevyhnutny rozsah a neprimerane nezasahuje do prav alebo zaujmov

dotknutych os6b. V sulade s ¢lankom 32 GDPR sa implementuju primerané zaruky a bezpecCnostné
opatrenia.

Fotografie, audio a videozaznamy z podujati

Spracuvame fotografie, zvukové a obrazové zaznamy vyhotovené na edukativnych, vyskumnych a
komunitnych podujatiach.

Opravneny zaujem:



- dokumentovanie aktivit Projektu,

- prezentdacia nasSich Cinnosti,

- propagdcia vyskumu umelej inteligencie,

- komunikacia dopadu a vysledkov nasej prace.

Vyhotovovanie zdznamov prebieha s primeranym reSpektom k ucastnikom (vratane moznosti vyhnat’ sa
zaberu). Pouzivame iba zaznamy relevantné pre komunikaciu nasich aktivit.

ZdiePanie fotografii, videi a informécii na webe, socialnych siet’ach a v newsletteri

Na nasich oficidlnych komunikaénych kanaloch vratane nasSej webovej stranky, profilov na socialnych siet'ach
a newsletterov mo6zeme pouzivat’ a zdielat’ starostlivo vybrané fotografie, audiovizualne zaznamy a popisy
nasich aktivit na zaklade nasho opravneného zaujmu podrla ¢lanku 6(1)(f) GDPR.

Tento opravneny zaujem spociva v podpore vyskumu umelej inteligencie, Sireni vysledkov projektov,
posiliovani zapojenia verejnosti a odbornikov a transparentnej komunikacii vysledkov nasej prace.
Publikovanie reprezentativnych materidlov z podujati je Standardnou praxou v prostredi vyskumu a inovacii
a jednotlivci zd¢astnujuci sa na takychto aktivitdch ho mézu primerane o¢akavat’.

Zdiel'a sa iba obsah nevyhnutny na splnenie tohto komunikacného ucelu. Nezverejiiujeme citlivé osobné
udaje ani informacie, ktoré nie su relevantné pre komunikovany obsah. Pri zdielani materidlov
prostrednictvom verejnych kanalov dbame na to, aby bol obsah vhodny, uctivy a v sulade s odbornymi
Standardmi.

Dotknuté osoby maju pravo kedykol'vek a z dévodov tykajlcich sa ich konkrétnej situacie namietat’ proti
takémuto spracovaniu vratane zverejnenia svojich osobnych Udajov na zaklade opravneného zaujmu (¢lanok
21 GDPR). Po prijati namietky ziadost’ postidime a v pripade potreby materidl vymazeme, odstranime alebo
obmedzime jeho pouZitie.

Prenosy do tretich krajin

Nasa webstranka, e-mailové ulozisko a ich zalohy si na slovenskych a/alebo EU serveroch.
Vyuzivame sluzby slovenského poskytovatel'a s prislusSnymi zmluvnymi a technickymi zarukami. Aj
ked sa snazime nastavit’ spractvanie osobnych tdajov tak, aby nedochadzalo k prenosu osobnych
udajov do tretich krajin mimo Eurépskeho hospodarskeho priestoru, za Uc¢elom propagacie nasich
sluzieb online dochadza k prenosu do USA. USA s tGcCinnost'ou od 20. 9. 2023 poskytuje primerané
zaruky pri ochrane osobnych Udajov na zaklade Rozhodnutia EK2023/1795.

Prijemcovia osobnych udajov

Osobné udaje poskytujeme tretim stranam len v nevyhnutnom rozsahu:

1. Sprostredkovatelia — poskytovatelia IT sluzieb, cloudovych sluzieb, komunikacnych ndstrojov,
eventovych platforiem. Sprostredkovatelia su viazani zmluvami podrla ¢l. 28 GDPR.

2. Organy verejnej moci — ak to vyZaduje pravny predpis (dozorné organy, kontrolné organy, organy ¢inné
v trestnom konani, danové drady).

3. Advokati, pravni zastupcovia, sudy, auditori — ak je to potrebné na uplatnenie, preukazovanie alebo
obhajobu nasich pravnych narokov alebo na ochranu naSich opravnenych zaujmov.

4. Iné subjekty podl’a zakona alebo zmluvnych povinnosti — napriklad subjekty vykonavajluce povinné
finan¢né audity, kontrolu, projektové audity alebo rieSenie sporov.



Osobné udaje nepreddvame ani neposkytujeme tretim stranam na ich vlastné marketingové ucely.

Spracuvanie osobnych udajov zo strany poskytovatela grantu (Eurépskej komisie)

V sulade s ¢lankom 15 grantovej zmluvy spracuva Eurépska komisia (poskytovatel’ grantu) osobné uUdaje
UCastnikov a zastupcov projektu na ucely:

- spravy a administrdcie grantu,

- hodnotenia, monitoringu a auditov,

- plnenia reportingovych povinnosti,

- zabezpeéenia suladu s finanénymi pravidlami EU,

- ochrany finanénych zdujmov EU,

- komunikacie s prijemcami.

Komisia vystupuje ako samostatny prevadzkovatel podl'a Cl. 4 ods. 7 GDPR. Spracuvanie sa riadi:
- nariadenim (EU) 2018/1725,

- rozhodnutim Komisie 2015/444/EU, Euratom,

- finanénymi pravidlami EU (nariadenie 2018/1046).

Podrobné informacie su uvedené v Ozndmeni o ochrane osobnych Udajov na portali EU Funding & Tenders.

Komisia méZe poskytovat’ idaje aj inym organom EU (napr. OLAF, EDA, Eurépsky dvor auditorov).

Prava dotknutych osob

Mate pravo:

- na pristup k idajom (C¢l. 15 GDPR),

- naopravu nepresnych alebo neuplnych udajov (¢l. 16),
- navymazanie za podmienok ¢l. 17,

- na obmedzenie spracuvania (¢l. 18),

- namietat’ proti spractvaniu na zéklade opravneného zaujmu (¢l. 21),
- odvolat’ suhlas kedykol'vek (Cl. 7), ak je pravnym zakladom.

Ak chcete uplatnit’ svoje prava, kontaktujte nas na: dpo@kinit.sk.

Mate tieZ pravo podat’ staznost dozornému organu: Urad na ochranu osobnych tdajov SR, Budova Park
one, Namestie 1.maja 18, 811 06 Bratislava, https://dataprotection.gov.sk.
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